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1. "qNafl"rd"i
fl"t#iLNuqM6fl"€tlia 5389 20 a tffii"ttl"""mrfuu"g"in"#"1iluq"5fl"€fi

4u,M6fl"5`m5"ayoutl"@3i@?aragi¢#nufl"gtlumsouu"`tfi.@5@q5®"?uVI"ifl5u§a@iL@gfr¥qflw

fi'itla'"LLtl@q\tltfluap'q""ufl"u"ui#flufl"fl"@@flal"€i®fliuQ'rfumstlfi3tlfiaoiflu"VI3tlualiu"@u

ni5tl5®uitla.8ufl'ifi"u@3i-fflu6i5arifi'@1VI"flfl"@otllu"3fi"n"°iLfiu€ifltL@3£aflfl°ifins'ifi

lunisa5"iqauifl"duli@tl'  iL@8fli5ula€tls8"La?wagiqfl"5@u€tta8§flfl®ifinm{q"fli"  LLa3  "lVI"flni5

tla€tlmst€uugLL"ant@tlfuapn58flu"g"of53fluutl§"7u@u@{ni5t€uugfl@@fla3fltflun"u"uis8"m5

b3"€fifl@uau@¢ed@m5ndatluiul@tluflmssttfi  21 fims@@flunus%uum5t€uu§lVlal  msndatlu""fl§

m5Lfi'wtlsgam3fl"5gu"3Mi5@uflfli5afltnu@gm5"u"uii3"fli5i?tlugfl@@®SimLfi.@"umuitigri?urfu"

a"i5fln®muum5L?"gfi'""iga"flu"i@qlfl"@u'iqed@rd@iutl"@g@@mm53uum5fifluiiL@"isiarfiq"uouui

dqLa?tliL@g5u"inq'"Sflfliiwaim5flfiiflen@qtligi"th"fi@°iuiuifiu"@fi'@3N@UflfluuniiL@u|fl"§"

unfllul@a iL@3uiufln55Ou " tflumrfuuis8uum5I€tluffim@uauaqwiofli5ula"iuladiuflms5ufi 2 1 at""u

tVI"Rggrt?8ufiVlunugni5t?uugttagffi@"€uu€fl@@flti@iulsgn@unuuggrum?iini5fli3M"finul3m51®""@u

utuuiuni5finSi  "i€uufi fifl"a`ti''  @flfli5guufli?uu qunfl5@q t®tlaliia?"mst?uu[fl"Mqflfi' Vlqnn@i

(Anywhere Anytime) iitluife fiqi"°i 8flfft3uurduflutl`nai{  fisg"rfe@un@wl®5`3jflis iitlu€ tflu ffi€tlu
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t"ifufini5fiflu"@%afl "fiflui  ifi@rdffiauq!ng"u3fli5§umo€rdflm"u3""amuaflftyi  y°nlVI1#fu

u?nlifi'flfl"vl@"a"[ou'alouisflu3Mii@-®fli5fl""fliiajtl@@flfl®"gr"m5@uflifiu""@ti@m51fl"¢iu
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3. flqou@3Jffifflfiu@"1

3.1 fifiiiaraitll5flm"nfl"3JIU

3.2hii3ttT!flfl@@"av@3@iu

3.3 hiotii3viiiqiafla@mi

3.41alifl",flfl@Sq@tis3MiiqQn53rfuni55utl"@iaua":8"®ifluqjquinu"uliu""g§be"fiJifl5m

id@q@inrdunl"filw'N'"ifl"m`mstli3un-"@fli5alauu@muu@¢nI"tl53fl©ufliimou58i€uufi'i®§"?i'imi
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"o#tl""©iau©flv@qa"gifiurfu5g"®fl#©@ufl@"iqfliflior§fl""aLfifl"@fim`(Electronic

Government Procurement:  e ~GP) "®{flioutul"Q!@fl@iq

3. n  ti"du""8iauom"@qffitl@ng""tli3fl®ufi@mitMiflaruifi"iLuufi 3 fig fltfliq"'iu itiu"fl®ii8q

rfu3fl"iihu.flfl@MJrfu@oiui""?@fiRIafli8uof©msndq"uutfltlia€

3.i2#a""®iau®ifeqaS"rfu3nisdt@uafl"dtlsgn8ua@msmislrfuMa-flimdqaiuisfllM"u3m5

flioufla.tl5"7flMi#ifemiaurmo€rdrfuj#qfffla°"umiurmfl#ufimiaflui

4."@U"fl"@qqlu

4.1  mi@@nINulfl5qqjitj

rdutfl5q"'iaiafi@utfi@flii#flui"#ufi"u§"  : OBEC Virtual  Private  Network (MPLS VPN)

flflistMgru3nisiq@s6urm@s`ifima°"sovunis#fluiflni5qu@u°is.`s-nuii@uflistrfu?flis"@qffiM"u3ni5

tfliqqj"6uun@€rdfl tflufiflii@Ofi unulfl5{tiiu fluq#

4. " €tliL"nisrd@ued@1fl5Qal"  Internet Layer ttag Network Gateway

ffiM"u3nistfl5qed"6uun@€rdflifeqfiVlg"ifl5fl""ifi@5@qguflislfroifeflu
4.1u    fi Internet Layerlu€tlunu Single Gateway da Internet Bandwidth

Capacity i@qguhiuu@tifiii  200 Gbps  Lia35]flii3jtl@@®fluum3j3"i§"

4.1.1.2

fl"jadjd'uflqtl@@flflutjVli`tilltu@€

fiNetworkGatewayfifl°"unq"flougni5"mgflii#nun"3u#u£"ifi@

iflufltlu`n@irfumiu3Vlii@~mislfliqal"id£@uLfi@miaflu"3u#u£"

iia3fl"Ifi®alfl'@6urm@i`ififlfi'£mioutla@flfluufliarar"i§"fliiarrfuflq

tla@flfl-uVli{1tiiu@i`i®iiTum51vi"u3miflmuffnuiitagVlu'iuq"

fliiffintrfuaumu®1®ufii3uuun3Qtln5"`i@qgum"3Vli5Quflm51fliial"
i        nFL|

@Ejlqu©U  flqu

1) fie.tlmof Internet Gateway Router dm°1mrfu3tliruu"@q  High

Availability  fi Interface  Bandwidth  Capacity  ifiuq"@ed@m51#q"tfltl

ifeqfi  Interface Bandwidth  Capacity 5@qgutulu"@ufiii 400 Gbps

2) £Qtlfl5Of Core  Router fim°i"ua°i"uu  lsp Gateway lu€tliLuu

"o`  High Availability t®ufl  Interface Bandwidth  Capacity 5@€5uulal

uu@Eifii| 400 Gbps
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3) fi@`tlfl5ou` Broadband Gateway Bouter fiVI°iairfu§tliiuu"oi

High  Availability tfl8fi  Interface  Bandwidth  Capacity 5@qsuulou'u"@tl

nil 400 Gbps

4) flo.tln5Of Core Router fiy°m"fl°"5uu  lsp Network fiVl°imrfu

€tlLlu"loq  High  Availability tflufl  Interface Bandwidth  Capacity

5@`suuhiu"@uflil400Gbps

5) fi  Domain  Name  System  (DNS) fifii3uuti3Vli5@uflm5  fiflqrfu

fiisy|°i{" DNS Security u@gy°"1ulu§tliruu"@€  High Availability

6) fiQtlflsof Next Generation  Firewall (NGFW) fiM°1"1u§Uiluu

"Oq  Hierarchical  Layer  Lta3  High  Availability tflos]  Interface

Bandwidth Capacity 5@qguhiuu@uflil 400 Gbps

7) fi58UU  Log Management System mtl"35"uV"®@i'iflgriu

m5fl53VI®ifl"fifliauifluufl@tlfi"@€tl.fl.2560

8) flsazuu  Network  Management  tt@3  Network  Monitoring

difiuq"@wi@ni5u?"i55flm51fliqaliuiafi8uLfi@ni5finen

4.1.1.3    tijulfl5qqi'iuia5]@ui@"igMu'"qiuluauifu"fl°iuunq"fl"3ni53jni5

mififlui"3tlfl"ufirfuatlunju OBEC Private Network

4.1.1.4     £msrd@oufl'@i3Vlii` OBEC  Private  Network Li@g  OBEC Data  Center

fi.i@nouuus'q@3iduqutl`n@i{ni5u3Mi5@uflni55guuflisauLVlmaq

a°"umiufl"gfl5itlnism5aflui"8ufi"u§"tflufiBandwidthcapacity

tfiu"@fl'@nl51#" tfltlfl"@qfl Bandwidth Capacity 5@q5uuhi'u"@unii

400 Gbps

4.1.2 5gflQfuifls@qj"d@u  (Access  Layer)

4.1.2.1     Liju5guufl?@qj'"fliuluqi@qflfl"#nui  u,@gVlu'iuiiuluauqnuflf mi

ld@3jed@nuu  OBEC  Private  Network N'"@,tln5Of fluQflor

1) Qtln5fl5#"irfu"Lfl:@aliu (Router)

2) Qtln"`n5g@"#guq!"[galu (Access Point)

4.1.2.2      flnlsfls3@1ul{@56ulVI@S`lfiflwdi@1fll5fl'1d  1  tlior@"lfi'@"'@N.1u

anu#quq!"Wtiuq@.ulfls"`fl53qiuafungichgaiu(Accesspoint)tflufi@°"iu

a.tlniou`marfl"uin

J@fftr4\



4.1.3ulsgun"3m5iq@5auun@€ififlifi@m5fiflui

4.1.3.1    iq@56urm@s`ififlifi.om5anuiunufi'  1 £""fl"igil3j'u"ounii  500
I        gr          a,   a"

Mbps/500 Mbps ffl,ou@untyne@uiau@g flq"

1)gil"u3n""@qS®flg`tta8fl'qtl@"Q@56uL"`rdfltL"aiuluti#i

u°iiLaQ(Fiberoptic)tflgfl@,fl@flffl3q@inafl"ffifluiib@3a°"un"i"figufi

m5finuifuauqnufl a"£. ifi@oued@Wdq"` Data Center a"£. @mlsfl"`

@@Mor@ifi@msfifltyiq3ufi"ng"(i@nanu8)siu@gi5gflmatn"uln

2)Llm"u3m5fa{@flfl3"@3dqw@uqtlns"`#"ii#"id(Router)fi

fl WAN  Port @dl""@U  1  Port fl  LAN  Port @u'1flu"@u 2  Port 5@qsQfum5

1#q" Protocols  lpv4,Static Routes u@gal3jl5"°l  Network Address

Translation (NAT) , Access Control  List (ACL)1#iau@tl'i{ugr@tl

3) iq@5§uLyi@€rfeflifi@msanttitLuufi.  1  fiL@u@fl"OiifiuiLuu  Fix

Publiclpv4Address@°""m3jflimuifllfluRglvi"ti3fl""@q@umis

Public IPv4 Address fi.tauo 1"9'qius'itlrfu Autonomous System

Number (ASN) tt@3Qtln5"`ifl?@tiiuey@q ang. [fl"@difl@ul53aMsfl"

4) 1`@5§uun@5`tfiflu,"@qfl`n5 (Corporate  Internet) filauofogr@qfi

Service  Availability  tar'uor@um'195%  lL@gfl"@`a"15flvmfl@u

Bandwidthlfll3`iu"@Uflil90%

4.1.3.2     1q@56um@5`li3fllfi'onl5finuimuufi`  2 fi"uiflfliiarigitu'ugr@tlnii  3oo
I        a,           a,   dy

Mbps /300 Mbps fiQ"@unoug@8ieu@g mu

1)gil"u3msifeqSflfl3quegdiu@u"s6um@€rdfliLuua"1uiin"1

u°"q(Fiberoptic)tfltlfi@.fl@flfo3q@imfliuanu"a3a°"Un"i"fi"ufi

f"anuiludrgqflufl a"§.  tfi@arfl'@Wfi'fluu` Data Center atl£. @lfll5fluu`

a6VI®@Lfi@m5fiflui"gufiung"(i@nrfu)5"@%iauflmufliflRluifl

2) givyu3n"y@q@flfl3Sii@gdqav@uqtln5Of#"ii#"1Q  (Router)  fi

fi WAN  Port @dlqu"@tJ  1  Port fl  LAN  Port @u'1flu"@u 2  Port 5oisQfufll5

T#qlu  Protocols  lpv4,Static  Routes  lL@aza"15fly}°1  Network Address

Translation (NAT) , Access Control List (ACL) 1#ltiu@dl""@U

3) iq@56uun@i`rdflifi'@ms#nuiunufi 2 fi'Lau@mgr@d iauiiuu  Fix

PublicIPv4Address@®""mtlfl"u|fllfltl#1Vlgru?fl""oi@uflfli5

LT3yyrJ      alptr`A



Public IPv4 Address filau@ l""q"s'1tln®U Autonomous System

Number (ASN)  il@gQuln5"`Lfl€@"'"ey@e  @"£.1fl"odi{fltl5gavi3fl"

4) 1q@s6uun@€lfimunu@qfl`fls  (Corporate  Internet)  firau@m"@qfi

Service  Availability [tl'u"@Um'195%  ll@gflg`@qfllwl5flvma@u

Bandwidthlfllalu"@Eif`ii90%

4.1.3.3     TS@56urm@5`ififlifi@m5#nuiunufi  3 fi"uiflfliiarigilou'u"@tlfiii  1000
y         Q,a"

Mbps /500 Mbps 5iqow@untyougooieu@8  flqu

1)giv"u?n"groqsflffl3qii@galqapo"@i6urm@i`ifimifi'@m5fintyi

lL"fi.  3  lLuualEiluwn"iu°iu,flq  (Fiber  Optic)  |flufl@,fl6flfogi@mL

afl"finuiu@gfl°"un"rmfofi"ufim5#flulu#mufla"£.ifi@"ed@Wfiquu`

Datacente"g.@1fliiQuo`@@mu@ifi'@miffntyifl3ufi'u§iu(i@naputl)
E=

5iEi@8rouflfli3jfliflouuin

2)giv"u3m""@d@flfl3qtt@gdqav@uqtln5"`flyuMll#tlMld(Router)fi

fi WAN  Port @tjlquu@u  1  Port fi  LAN  Port @dlqu"@u 2  Port S@qgum5

yil  Network Address Translation (NAT)

3) 1`@56umo5tfiflLfi.@ms#fiu"uufi'  3 fi.Lflu@fl"@qltiuiLuu  Fix

Public IPv4 Address @®1ul"13Jfl"Rlulfl

4.2 f"u3Vl|5@Ormi5m?@qho

4.2.1     fiflurfuaufimstfl€oti"  (Network operation  Center :   NoC) tfi@rdufluu`n@iQ

luni51trgu3fli5Lfl?Oal"  u?vm@uflfiis58uu5ufiuifliiartl@@flflQ'Eiifl?@"'"  ni56iflmw  fii5fl5i@a@u  LL@%

al"ma@gr""u?flirfu@unu"gu@q  Logical single Gateway

4.2.2     £fli"3Mi5@umisayi6`5g" Network Management lL@g Network Monitoring

|M"nevugr#diulu53fluugiv3Mi5@eyflflisLfl€oal""a°"un"fl"3n5s"m5fliifinui"3u#u£"@diqu"ou2

Ei!EEENmill

4.2.3     £flisn®"uflaVI§`  f"aflmtlafl"f""1el"N"iq@sauiVI@€ifim  (Network

Monitoring) 1M"ELha°"un"u"fi"ufim5anuiul5gou#nu"5ul§w rmfl 1 oEji"9'@0 1 fflffq"

4.3 f"U3rm55mlstfl5qqjlu OBEC Private Network ungmi5ml5  Public lpv4 Address d"a`flmu

fl"gfl55"m5m5#n"3ufi"ngiudiun@iqrdugiv3Mi5qumisLi@g@ufla55tflu"siutflufflm"u?m5tfliq"'iu

a"@€rdflfl"@q@umi5iL@3auuuflngumitlgunda.tlum"gqfl'ifioufinpubliclpv4Address"@,uln5"`Router

u3nl"@56urm@€lfifllfi'@fll5anuilL@g@,tlfl5ru`u3Mi5@Uflm5a'"n@iq  (Internet  Layer  LLa3  Network

EEZEEE



Gateway)@mPubliclpv4Address"ffi""u3m5tfi5qtliu6uun@€rd®arrfugr¢iuPubliclpv4Addressii@g

AutonomousSystemNumber(ASN)"@¢a"Ovnmuflou3ns5wm5"amaifl3u#u§"

4.4  nsedfi.  Public  lpv4 Address "@qffl°""m"ou3ns5arflisfli5fiflfty"3ufi"u§"fl@°iu.u

utfitlQ"od@fllsT#"ffithgu3fli5tfis`alitl6uun@€rdmifedi"grnisauovuaqupubiicipv4Addresstwgra°"orn"

flou8nistlni5m5anui"3ufiuu§iurmiuodiQbfiu"@

4.5fliiajud"flqtj@@flfluu5g"m?@ijiu

4.5.1      fial@"iqu#i  -@@flauun@€rdflunud@"iit@tli  (Single Gateway)

4.5.2     fi53"gflui fl"tla@flfluuifl€@aliumouu"i§""rfuflqulaoflfluuVlichffl"@€

nisud@uti@53uuLfl€@ti"#"rm""8n5tum5m€antn"gu#ng"

OBce hillie fld.ut           I ``
ls2givt fltia*IEo/ d 6dtitapon,.

gmc4rt.`mBtutrmusmeymwhndfiqut
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5. td@ulqim5futls3fi{u ¢@flnaqs3fluum51#uems  (Service Level Agreement: SLA)

5.1giv"u3fl""8qflLL@iinl"rd@wunarM?8ulauuqtlflsof"iL""amufi@flffl3i(onsiteService)

fl@8fl©iqauq!gui

5.2grrfu3fl""®QIM"u3fl"6uun@i`tfifl5i3ja`f"id@3jdovirtualpn.vateNetwork(VPN)Wd

quu`Datacentera"§.oifliiquu`aaVI-@ifi®miaflui"3u#u§iu(i©firfu)[ifeu'iqd@iiioq7i~uflaofl24

frlhi
5.3  ffitr¥u?fl""@qflq"1Vlumiti'iui"a@ (Help Desk) rfu?mi[fl"®u'iqfl.@Lfi®{ 7 rfu en@@®  24

Sfuq iia3ifeq@flfl'Oa©aitfl@uu""u{ao"ufl"L"fi"ufimtfiflttiul58flarafluiuflsul§u  i"  1 LLa3afl"ffinu|

Vlauq@in[®"guii5"qfl""uflff@QiatlVliumrfu24tiJrfuq

5.4nififiu3miaurm©€rdflhifl"iifllff"1#%irfu?nii#@qfl°ilfium5unl"1"lffqiulfl"mrfu48

"Jihquor"3quml®"guwQ"q@inffifl"m"€®da~qu"imnffi""u3m5bj'®°irfeun"n""lfl"mul®"mrfunald

n°"" ffi""u3msm"8Q@uu8arthsgfl'itlfui@usiu?-rfu®ar®Si€8ua3  o.1 "dirdiu3m5d8i68u  d®siu
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