
S@n®irmflvyouveml@qqiu (TOR)

ni5idiEL3m5tflsqtiiu§um@5`rdfla"fua"unmui"#ufimsanenu@3timuanurfu#qfffl

chuTnq"engn55um5msanu"3u#u§"n53VI"anen3m5tli3@®i@qutlg3anen".fl.2568

1. "qN@fl"rduui

fl"1#iLRluqm6fl"€®ia53ug2o@1#n®"flitl"ou"m5"uouu"g"ifl5tlu""qVI6mam€fi

4g,Vl5fl"i`nis"Orouu"@3ia?arfigiq#"fl"g"uifl5"qu8`ifi.05@qs~"?u"iqifl5fty§fi@iL@3auqflar

fibula."iLul@qwlfl":qirfuni5"umuuiff"fl""@@flaliqfiiflmudn~um5tla§tlfiaoiflu"M3rfua'iuu@d

n"tl5Oruitla'tlufl'ifi"tt@gi®ouu65ioutfi.@1M"S]fliiwfi@tlu'1u"3a"n"°iifiu€imu@g£6ma°ififl5.iri

lum5agiqflu{flufi.Ofiotg'  u@3m5tl@€tl53"ia3apagiqmiavi@uE"EL@g@fla®ifiny"qeyfliou  ii@g  "1ffini5

tla3tlflisi€uugivutlant@wfuapfli3fluuflg{tteds8florutlgtl7uoufiqflistiuugfl@@flff"1flunistlu"uis8"fli5

i3"5fifl@uau@qof@m5ula"iul@rfuflm55ufi 21 fm5@@flunus3uumititlugival nisndauuu""fl3

m5ifi'tltlsgaM3fli"8uuu3Mis@umi5anuiue%fl"uenuisguumsc?uu€fl@@flsimifio"uouuiti"I?tlulM"

a"i5flfl®inuum5b?uugfi'i"i3awnu"L@ilfl"@u'i{wl@tfi@iuou"@g@@n@ifl5g"fl"fintt"@"isiufiqVlufflui

dqia?"u@g5ufluifl@:u#fifl"aiouisflfiiflu"tl5gunfllVlgrfi@°iuiuifiu{"@fi@3N@umuufli5i6ulfouu£"

iMfltut@aLLag"evmfl55u"tflum5"uenui5g"mtt€8uififloufl"ed@m5ndauuiuladiuflm55ttfi21ti""u

lM"tigrt€"fiVI-nt}gm5t€uugtt@3ffi@"t€tiu€fl@@fln@1tl5gfl@Ufluug§":ilfllgn53VI51q#fluIsfllslfu@U

uttluiumsfiflu"€uufiffliiuq""@flfli5guufli?uuquflfl5oqtflufl'qia?tlnisi5tlulfl"VI,flfi'VI.nii@i

(Anywhere Anytime) tiuul€ fiqi"°i 8flSiiourdufluu`flaiq  fi5gutirfe@un@nd@s`tlm5t€uu5 tfluSL3tlu

lal taudil#diu Lfi@@®fl""aow@gi agi¢fli"taaj@fl"yiimis#ntn

tl@Qrfua"un"fl"3fli5"mim5finui"8ufiuu§iul#fl°iifiuni5@ufla55quul5gariru|M"nuua°"qun"

t"fivufimsfinu"@gafl"finui tfi@rdilife®"i"u3ni5au Lyi@€ifi""u3""a"anui yiilM1#gu

U?msfi'£fll"@"@"[ar'al3m"3"1s@ufln""""jul@©®fley"gr"fli5@uflifiu""@#@fli5|""q"

fl""nisu?Vli5@uflfli5qifl@im  ®""nisu3M"utl58"iou  fl@@®@rfujfliarisfl@®m"iL@8fl"aouafliu3

nisha""1fl"6"#qiVlfltut@6tl@fl,rfuffni5wenui@u'id5iflLgifl'"@n58"iL@3ififlflisitla.uuiLtl@q

M"""mu§fi@EL@gfluqflou5ioufimi5finuidflu@qaiouisfli€tlu§1#M,flfiVI`niiai6qflmiu@®nd""oq@u"i

ffiM"u3nis§urm@5`rdmfi'fltl53atlsfl"tl@oflfl-"fi""i§"@8inuu5@q5uuunfllutaffiutl@quuuifi'@tVl"

ifi®fl"fl:udiLia3tliglu"`ym"ni5

fluqrfua°"umiufl"gn5sarmsni5ffflftyi"3ufi"ufiulflua°"u"fllul@8ifi.@ni5t5uum5aou

6q[flgrquflVl°i|flsqflis"uenui53"ifl?@aliufli5anuifl3ufi"u§"(oBECNetwork)ifi@1M"a°"umiurmflfi"ufi

f  .i.£f,3ri



ni5finun afl"finen viuliuqirfui#mufl @mi5gfli5fl°irdufli5rdilfu3ni5#gugu""@qafl"#nui  fl@@fl@u

fl3iL@3u,fl@insmiqfli5finttiuuni€uulflTh"a@fiuq!no"6um@5`ififlfi.fltli3aVI3fli"@8fl"tla@flfluulufli5

rm"ifiqifl"@Mi@qfl`fl"§"@"@""5g"m3@ed"aurm@5i""fimi5u3Mi5@uflm"i5@umi5i5"a
gd                                                                                        `   c!                                                                                             a        gr

Lba3m5finu"1flliu€1##"ui@qaglqaeyqfluLwlml5t?uu§odiqdold@qfl@@fl"¥fl"b€"@flfl"q""

2.ivmQtl53@qfl`

ifi'@@ev""3m5auququiou6um@5`rfefl|""nuufl°"umi""#ufi'm5#flttitl53flou#flu"fl5tl§oui"1

LL@3flfl"fffltnluflu{flufldruun"L"fi"ufi'm5#nuitls%flou#ntt"5tlfourmmllVI"idttm?o"."a'@ai5
T`

1vt"u"ia"i3msfinuiey3ufiyufiufifiul53aM3fl"th@gfl"ul@oflflug3i

3.qouflaru-wiffifiu@51m

3.1 fifl"jaiari5flm3Jnflmulu

3.2hitfiuqflflaa"ou@3aiu

3.3uotii3wiiqiana@mi

3.4ha.Ltluu,flfi@dq@tligm'iqQn53fufli55utl"@iau@"€@"°iauq!"in®"ul"""?#"tiJiflim

ifi@q@iflrdupeitar'N'"Lfl"m`m5uli8rfu"Nani5tlau-ai""givs8fl@uni5mati3rduufi'su§ar"?1.imi

n5g""fl"fiauqfifl°imu®m3jfiuli3mfl"uun51"guuifl€®aliuaiiaumfl"n53ju®"@n@iq

3.51ar'itiuuflfl@dqQm%u`d@ngufiuq"ii@gtfl"u@"iiiuud@1"urdu#"fi"q"""ul"mtl"g£1u53uu

tfl?©"'iuaisaui""n5"uugufifl@iq  d{iiar@{fi@apflflafi'fi"{qiu  Ld":udiu  ng"a-flflii  flisarmig@-flmi

giv3mi#fi@°"i@1umsfl°irfeuqirfu@@mi"fi@¥flfl@ugu#itl

3.6flfl.anatlffiun%1alfl@gn"%my@""iumavfifl"gniiumndu"flii@ufl3@@ufl@yiiii@gm5u?Mii

"ufl fl` in fi g§ nor v"rfusiti fi a @it! ru nui                                 `

3.7itiuu,flflaa5i"fl"g®fiau`flfl@nl"fl@i€"1m"u3mstfl5{"'"6uiVI©5`ifflfi'tl53fl""fli
ac;
@i@nvis@fina`fluqfidm

3.8hi'fiti"fiRIatligluul5iarfl-un~ung"du""oiau®iitl8ufitffl"ia'u""8iau@1M"ufl'fl°iuumiufl"3fli5tlnii

msaflunflgu#u§" Ou Tutlia;f"tl53mfl5iflia Lafi"@fifia`   M?©bjrfuSfl53Vloimi@uuiflumiflufl"" mi

nd{"-u@diqrdu6iirfumsuls8"iifliaiaflvisofinaflg{flr

3.9h'iflunglfl"guL@naVIS`VIS@fl"fl:ann-udq@i@tlaia6ha'u@arSuuflialVIEjrfuiLdgquia"q"du

""@raualflyfifl°iabql""a@gi@na"S`ungfieiavffannovurdui"¥tl
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3.io#u"u©iau@flu@q@"gL€utl|"g"~fl#©@quflq"iqflifl5u§fl""6i#n"@finfl`(Electronic

Government Procurement: e -GP) "8{fliaru-"Sfl@1{

3.11  gdu""@Lau®ca"@qffiu@ngq!icault3noufi@mil"fl"uifioumuufi' 3 ao ffifli{"`iuiflu"m®ii©{

rfu3msithiflfl@Mtw@°"iuin"?@fiN@ns3ued@msndq"uutfluLa:

3.i2#au"u@iau©ifeqfifluu`u3ni5fii@uamufitl53h@ufi@mimiird"a~flundqa"i5fllVI"u3m5

fli@uflQarS"iflVIThu3m56uun@€rdrfuj#{fffla°iuornmug"#ufimiafltn

4.ey@urmfley@qqiu

4.1  m5oonmuulfl5qedicj

L@utfl5{al"tafi@uifi@msantm8ufi"ng"  : OBEC Virtual  Private  Network (MPLS VPN)

flfliilVlgru?m"@56uun@5`tfiflch"5uumsfim}ififll5qELau°15.Qs-flt}1ttiufllsttrgu?m5"@qfflvl""?nl5

1fl5{aliuauwi@€tfifltflofim5@Onimuulfl5{aliufluqfl"

4. " §tlununi5ifroud@[fl5qaliu  Internet Layer uns Network Gateway

givgru?ni5tflsQ"'i8au"@€rdfl#@{flVlgtl8insfli""ifi@s@qgum5|froufluqfiu

4.1"    a Internet Layerlu€tlmuu Single Gateway fi'fi Internet Bandwidth

4.1.1.2

Capacity s@q¥uhiuu@ufiil  200 Gbps  tra3S]fliioutl@@flfluum3j3j"i§iu

fl"Jubufl{tl@Oflfl®Oul{Tfllu@€

fi Network Gateway dchthq"fl"gn5iarmimiffinenti8u#u§"lfi@

rduflutl`n@irfuni5u?"i5@umiitfliqtiiurafi©uLfi©mifinui"3u#u§iu

it@gm5id@arfl'©6urm@5`bfiflfiffl"U@@flfl~umtlarim§"miwrfuflq

tl@@flflutl"i{1qiiu@5T5©qfumilVI"u3miflmuanuiii@a;"jitlq"

msanurfuflu{fl-fltflufi53uuue3®,ulflsou`s©{gum"3vmQuflm51fliqaliu
I         „            aL,   dp

8Ulqu8EJ flqu

1) fie,tlnsou` Internet Gateway Router fiM°imrfu€tlLiuu"@q  High

Availability  fi  Interface  Bandwidth  Capacity  Lfiuq"odom51#qlulflu

ifeqfi  Interface Bandwidth Capacity 5@qguhiu"@onii 400 Gbps

2) flQtln5Of Core Router dy°n"fl°"fu  ISP Gateway lu§tltLuu

"@q  High Availability lflufl  Interface Bandwidth  Capacity s@`5afu["'

u"ounii 400 Gbps
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3) flo,tlfl5"` Broadband Gateway Router fim°l"1u€tliLuuu@q

High  Availability tfltJfi  Interface  Bandwidth  Capacity Soqguuu"@U

nil 400 Gbps

4) flqtlfls": Core Router fiy°m"a®"gu  lsp Network fiVI°iqirfu

3tlt""l@`  High Availability lflus]  Interface Bandwidth Capacity

S@i?Uuu"Ouflil 400 Gbps

5) fi Domain  Name System (DNS) d£53u"?Mi55mi5  £fl€rfu

m5VI®iq"  DNS Security un3M®imrfui€tlunu"@a  High Availability

6) flQulfl5"` Next Generation  Firewall (NGFW) fiM°imrfugtltLuu

ql@`  Hierarchical  Layer  EL@3  High  Availability lfluf  Interface

Bandwidth Capacfty 50qguuu"@Unil 400 Gbps

7) g:58"  Log Management System m""5g"fuuguguorai'ifl"itl

m5fl58Vloifliiu@fliauinuufl@3jfi"@€".fl.2560

8) £5a;UU  Network  Management  ll@a;  Network  Monitoring

fibfiuq"@fl'@msu3vmfi;flflislflt{aliurafiouifi@m5fiflui

4.1.1.3     ifiutfl5qqi'"iflff@uia"is;Mu'iuqiulua®qnuflfrpiuufl"ufl"a;n5sajm5

m5finui"3ufi"u§irfuj€ulunu OBEC Private Network

4.1.1.4     fimstfi@3Jd@5gVlil` OBEC Private  Network lL@g  OBEC Data Center

fi'ionifefr'q@giauq"`n@i¢ni5u?ms@umis5g"aisautmm@¢

a°iu-miufl"gn55wm5flitfiflui"3ufi"ufiutflufiBandwidthcapacity

lfiu"Ofl`@f"1#q" tfl8fl"@qfi Bandwidth Capacity 5@q5-utalugrouflii

400 Gbps

4.1.2 5a;flQfuifl€oed"Ej@g  (Access  Layer)

4.1.2.1     itiu5guum?@qi'"fliEifuqi@iafl"#fiui  u,@a;"'iuqiuluauqfluflf ni5

lfioued@fluu  OBEC Private Network RI`"Quln5Of flu`fiu

1) qtln5"`fuviii#"i{ifl:@ali a (Router)

2) Qtjfl5Ou`fl5g@1u#q|qulchgalu  (Access  Point)

4.1.2.2     fini5fl58;@"i`@5auiVI@5`ififl[tldi@ifli"'iq  1  tis"@wi€.@Oufl'@N'"

alu#"gu""8q@.tlfl5"`fls3@itlfluq}"iou[ganu(Accesspoint)1fltlfi@°""

@tlns"`m3jmflwuin -cin` 5 ittrds



4.1.3 ul53unylu3fli5iq@i6uuno€Lfimifi@m5anui

4.1.3.1     iq@56urvi@5`ififlifi.@fli5finuiunufi.  1  fiuuiflflii"igilalu"@Ejfiii  500
I        a,           a,   dg

Mbps/500 Mbps flflq"@untyang@tliqu@g  fl`u

1)grVI"u3m5fl"@{Sflfl3"@3fl'`"OuiS@55urm@5`rdfltL"a"1OLLffi

u°iiLflq(Fiberoptic)tfltlfl@.fl@flfl3qqinafl"finftyiiLagfl®iuun"t"fi"ud

m5fifluifu#qfQl`fl atl§.  id@oufl`owfi.quu` Data Center fl"£.  01fll5fl"`

@SVlu@ifi@m5fiflui"3ufi"ng"(t@ntluu)"@3Lauflm"flifiwuifl

2) ffirfu3mtfaq@flfl3qu@3 alqtlouQulfl5Of#"i i#um`  (Router) S

fi WAN  Port 8ejl"gr@u  1  Port fi  LAN  Port @e;1"gr@u 2  Port 5@`gum5

1#mu Protocols  lpv4,Static Routes  u@galoul5"°1  Network Address

Translation (NAT) , Access Control  List (ACL)t#lsu@dlflu"@tl

3t  iq@56tiLyi@s`rdflifi.@fliiaflftyitt"fi'  1  fi'iflu@fl"@irduiLuu  Fix

Publiclpv4Address@°""majfl"uifllfluLIM"u?n""@q@Uflfli5

Public lpv4 Address fi'lflu@ 1""q"5'"rfu Autonomous System

Numbe r (ASN) Li@3Qtln5ou`m?@riiu" fl"§.1fl"otliqfitls3ayismtl

4) 1q@5§ulVIo€tfifllL"@qfl`fl5  (Corporate  Internet) filau@m"@qfi

Service  Availability 1"'ur@tlm'195%  u,@gfl"@i@"iiflyiflflou

Bandwidthl®1aluu@ejniigo%

4.1.3.2    iq@56uun@s`ififlLfi.@m5fimt""fi  2 £"u"m"igitw'u"otlnii  300
I       a,         u  dy

Mbps /300 Mbps flq"@unty"3@8i"@g fl`u

1)ffltr¥utm5fai@flfl8qu@gd{an@"@i@uun@€rdfliiuu@iulaiinyi

u°iLia`(Fiberoptic)tfltlfi@`fla"8q@"fl"finuiunga°"Un"i"fiuufi

nisanuiluaumufl atl§. tfi@oufl'@"`quu` Data Center @"§. @lfll5fluu`

@@Mu@ifi@ni5fintriey3ufiungiu(i@napu8)5"@%i@gflfliarfliflwuin

2)LIMyu3m5#@q@®fl3qEL@gdq"@uQtlfl5"`#"1L#umq(Router)fi

a WAN  Port @tl'1{u2'@u  1  Port fi  LAN  Port @dl{u"oa 2 Port S@qgufll5

T#q" Protocols  lpv4,Static  Routes  Ll@a;aloul5flyil  Network Address

Translation (NAT) , Access Control  List (ACL) hagriau@didu"@u

3) 3{@5@uiyi@i`rdfflifi'@m5anuiunufi' 2 diflu@flu@irduiLuu  Fix

Publiclpv4Address@°"iumarfl""ntfltlgiv"u?fl""@d@~flnl5

5  chtrA



Public  IPv4 Address fi-Lau@ 1ur{"5`iarfluu Autonomous System

N umber (ASN)  un%Qtlns"`ifl€@al""@q  a"§. [flgr@Ehqfitl5gayi3m"

4) 1q@5auun@€lfiflunu@flfl`f`S  (Corporate  Internet)  drau@fl"@€fi

Service  Availability  tou`u"@tlm'i  95%  LL@s;fl9'@{aioui5flvmaou

Bandwidth[flThu"ounil90%

4.1.3.3    "@56uiyi@5`Lfiflifi@fli5finuiunufi  3 flq""fliiajL3ilu.u"@tlnii  1000

Mbps/500Mbpsflqou@unuou%@d|qugr@gfludfl"

1)giv"u?n"y@q@flm3qEL@%dQu@"@5§u"@5`ifimifi'oni5fintyi

LL"fi.  3  uuufiiuluwfi""°iiiaq  (Fiber  Optic) tflufi@qflflflfo3q@i;

amufinuiunga°"unmurmfofiuufim5anurfu#mufla"§.t@@ouedo"fifluu`

Data  Center a"§.  @ifli5qutl`aaVlu@ifi'@m5finui"3ufi"u§" (L@flrfu)

siu@3iauflmtlfliflNuin

2) givgru?m5ifeq@flm#`u@galqav@uquln5"`fuMii#u"  (Router)  fi

fi WAN  Port odlqu"@u  1  Port fi  LAN  Port @dlqu"@u 2 Port 5@qs{umi

yil Network Address Translation (NAT)

3) i`@s6uun@5`rdflLfi@miaflttiunufi'  3 fi'iau@fl"@qttiutLuu  Fix

Public lpv4 Address @®""m"fllflNunn

4.2f"u3Vlis@uflni5Lfls@al"

4.2.1      fiSurfuauffim5ifl€©aliu  (Network Operation  Center :   NOC)  tfi®iflufluu`naid

lumslM"u3nisifl?@qj"  u3Vli5@umis53"¥f""ii3jtla@flfluuLfl€@"'iu  msSflmar  fii5msi@a@u  ti@g

d" ma@orrfu3msTu@unu"g"@¢ Logical single Gateway

4.2.2     £fli5u?vn5@uflnl5ayl6`5g" Network Management u@g  Network Monitoring

lVI"rfuffi#whui3rfugiv3Vlis@uflm5ifi?oalitl"@¢ti8"un"flou3n5"ni5ni5anu"3ufi"u£"@di¢uu@tl2

RI|#-
4.2.3     fif"n®i"flam§`  fli5Sflm*afl"fli5oulq"I"qiuiqQgauLVI@€ifim  (Network

Monitoring) 1M"urifl°"®nmut"fiuufini5fifluiul53fl"anu"fl5tl§ar "m 1 odiqu"ou 1 ngrm"

4.3 m"3Mi55flmstfl5qal" OBEC Private Network uaani55flm5 Public lpv4 Address a"Q'nmu

fl"gfl55armim5#nftyi"3u#u§"d"fl@Tardurfu3Mis@uflmsung@~flas5tflufl""tflufflM"u?m5tfliq"'iu

6"@5`rdmflor@q@Umi5uegauuuau.uni5tlguula.oun"8qfl'ifl@ufiflpubliclpv4Address"@qtlfl5"`Router

u3nl"@56uun@€ififll#om5#nulu@go.tlniofu?M15@uflnl5a'"n@iQ  (Internet  Layer iL@g  Network

5 rfefard&



Gateway) @1n  Public lpv4 Address "ffl""u3m5tfl5{ffl'1u§uun@€lfifltllT#{" Public lpv4 Address 11@g

AutonomousSystemNumber(ASN)"@qaiuufl"fi"3ns"fli5m5fiflurm3ufi"u§"

4.4 flsedfi'  Public  IPv4 Address "a°iu®m""gn55atni5ni5#nui"8ufi"ufiu£@°"iu

uifitlq"oof@ni5Tffl"qiugiv"utfliilflsqal"5uun@€ififlifeqltr¥m5auuuaqupublicipv4AddresslVl"a°"um"

fl"3n55"m5msfinui"3ufi"u§"1#q"odiqifitlq"@

4.5fl"arJuflqul@@flfluu5guuLfl?@ti"

4.5.1      £al@"iqrfu  -@@n§um@€rdflunual@"iqLfitli  (single Gateway)

4.5.2    fi5guugnu""ulaoflfl-am?@ed"mou"5£""rfuflqtla@flflutlVlichS iuo€

m5cd@ud@5guuLfl€@ti"churnmuflen%n5"m5m5anuiey8u#ngiu

\, gu I/

^Sgiv. ilekliaoi d EEhaiiin

i            tl+,++=\

E}na cent. .mire *thn`mennim.rmfromfiffo.i"I

#.-'`¢.«ipr-.\`
esip 6Bwh

`|P+aj\\\\

aREKrmifendFtorm

rmsinat;thaco¢S

lntoma me

:mhaedrfujmuli
8~ndwh#wi+€
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5. id@whif"futl53rfu €@m@q5gfluufml#uems (Service Level Agreement: SLA)

5.1giv"u?fll5ifeqQunttfll"qj®tlunarVI€@ulauuqtlfliof"unu"afliufi@flfl3q(onsiteService)

fl@Ofloiqaovguq}.

5.2ffirfu3n""®diVI"u3mi6uun®i`rdfliialaqf"id8oufl'ovirtualPn.vateNetwork(VPN)Wfi

fl"`DataCentera"§.©ifli5quu`@6m®@tfi®mianu"3u#u§iu(t@mQj'u)\fl"©d"'@iii@{7fufla@fl24

Srfui

5.3 ffi""u?fl""8{fiquulM"miffl'"rma© (Help Desk) rfu3fl"1fl"ou'"'oifi@q 7 iu"a@fl  24

frfu{ ii@3ifeqaflm'@a8aiin@uuavi gia®"uflmurmflfi"ufini5anuiul5gflanaflty"flitl§an  rmfl  1  tt@s3afliuffinu`i

Vl@or{@ifl[#ubi5"qfl""uflff@{iaurmuflirfu24rfu{

5.4n5difiu3niiauun@€rdflhianarisfll#"1flvorrfu6nigifeqfl°iifium5uflThlMISqiulfl"fl"1u48

rfuqtlorufo3qiifl'Lfly?"@yq@iflgivgrq":@daueyay"ingiv"utniihifl°iifiumiunTh"oydiulflyfl"1un@ifi

n®"fl  givM"u3miife{@"9an".iigfl'itlgurduiiui-rfu@ucaiig@tl@g  o. 1 eyoqdirdiu3miof©ifi©u  Of8iiu

|iqi?urfua~qnufl@°"um"i"#ufi'n"#fluitl53flw#flu"fl5tl§""i/#"~fl"i"fiuufi'ni5ffflftyi

tl58fl"fiflfty"flitl§W  Lqlfl  1

6.  id@uha5u  q
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